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» Introduction Twin Talk and Databricks
» Understand the System
* Live demonstrations
» Best Practices and Trouble-Shooting
* Q&A
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Twin Talk's Role in Data Integration

Twin Talk simplifies the movement of time-series data from
sensors to a Databricks workspace / database.

TwinTalk Service Principal

Role (SELECT, INSERT)

e Wiit%borfsk;e
Data Archive ——
Servers Twin Talk RT —
:A: SQL API Inserts -
— .
Databricks
Tables

Benefits:
Enables real-time insights with cloud-based scalability.
Provides schema flexibility for diverse applications.



How Twin Talk Works

Twin Talk automates three key processes:

 Data retrieval: Connects to AVEVA/OSIsoft Pl Systems.

* Data transformation: Converts and pivots sensor data.

* Data loading: Inserts data into Databricks with customizable schemas.

Example workflow:
1. Fetch time-series data. OPERATIONS DASHEOARD
2. Transform data using Insert statements. | ‘

3. Validate and load into Databricks tables.
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Requirements for Databricks Configuration
(Twin Talk to Databricks Ingestion)

* Databricks Service Principal for Twin Talk
* Databricks Role and Privileges for Twin Talk
* Databricks Tables and Schemas Designs




Event-driven, Real-Time Streaming Architecture

Direct INSERT of rows via Databricks SQL API

OSIAr e Databricks
Data Archive Web Concole
Servers Twin Talk RT
DAL: T
g :A: SQL API Inserts
(ALF
- Databricks
Table

Step 1: Create Databrick TwinTalk Service Principal

Step 2: Create OAUTH Authentication Connection Credentials

* a) Generate Client Id and Client Secret for TwinTalk Service Principal
* b) Test generating OAUTH JWT token with POSTMAN

e ) Test accessing databricks table using JWT token




Create a Twin Talk Service Principal in Databricks
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Generate Client Id and Client Secret for TwinTalk

Service Principal

Generate secret
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To create a service principal and Auth secret in the
Databricks Account Console, log in as an account admin,
navigate to the "User Management" section, go to the
"Service Principals" tab, click "Add Service Principal" to
create a new one, and then select the service principal to
generate an Auth secret by clicking "Generate Secret"
under the "Auth secrets" section; this will display the
secret which you should copy and store securely.

Key steps:

» Access Account Console: Log in to your Databricks
account with an account admin user. a

* Navigate to User Management: In the sidebar, select
"User Management". «

» Go to Service Principals: Click on the "Service
Principals" tab. ®

» Create Service Principal: Click "Add Service Principal"
and provide a name for your service principal.

* Generate Auth Secret: Select the newly created service
principal, then under "OAuth secrets", click "Generate
Secret". 0

» Copy Secret: The generated Auth secret will be
displayed once, so make sure to copy and store it
securely.



Enable Unity Catalog & Audit Logs (“access”)

...... Update workspace

https://medium.com/@sc393976/audit-logs-in-databricks-and-how-to-enable-them-in-unity-catalog-f218a25f34d1




Test Generating Token with Client ID and
Secret
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Requirements for Direct INSERT of rows via Databricks SQL API into tables

1) Databricks Landing Table or Tables
2) Databricks Twin Talk Service Principal
3) Databricks Twin Talk Role with SELECT and INSERT privileges for tables




Databricks Landing Table Design and Layout

Design considerations for Databricks Landing Tables
 # of Databricks schemas tables = # of use cases
 Different AF views can translate into different

Databricks table —
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Version Info

The functionality shown in this certification training require the
following software versions:

 Twin Talk Server Version: 6.26
e Twin Talk Ul Version: 8.0




Connect Twin Talk to AF Server

If you want to take advantage of the advanced features, such as AF
Queries, Graph Manager, Pivoted, Transformed Data Delivery
then Connect Twin Talk to the AF Server by following the steps:

* Create a AF Service Account on AF Server
* Fill in the following config parameters in TwinTalk.Config file:

<add key="PiSystemName" value="<AF server IP or domain address>" />
<add key="AfDataBaseName" value="<AF database name>" />

<add key="AfUserName" value="<AF service account username>" />

<add key="AfPassword" value="<encypted AF service account password>" />
<add key="AfRootElementName" value="<AF root element to be scanned>" />
<add key="AfSelectItems" value="ElementsAttributes" />
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Configure a AF Query for Twin Talk
for Snapshot / Most Recent
Twin Talk data pipeline




Retrieving Pl Data with AF Queries:
How to Configure AF-Based Queries

Data i - X
pipeline mer inic
type. \ Dewrotic PIAF Mieraechy to TimeStresm
M o . o —
ost recent s — AF Query
Databricks API
P endpoint
'\\
. Databricks Query
— Type:
ton “databricks”
Load Current Load Ongmal Graph Manager Clear Canced Save




Twin Talks’s AF Query Parameters )

AF Query Syntax:
$<selector>:<query string>
selector: selects which AF information
is used to query

guery_string: string that is used to
match against all AF element with PI
tags. “*’ can be used as wildcard
substring. *Fan™ will match with
“Cooling Fan East”

Examples AF Queries:

$ParentTemplate:Boiler
all pi tag where parent element’s template
name is “Boiler”

($ParentTemplate: *Fan* && <2>) || (<3> && <4>)
all pi tag where parent element’s Template name contains “Fan”

=0T

Selector Options:

Name — AF Element or Attribute Name

Description — AF Description

Template — AF Template Name for Element or Attribute
Categories — AF Categories for Element or Attribute
TagName — Pl TagName

ChildPath - AF Path to Element or Attribute

ParentPath - AF Path to Parent Element

ParentName — AF Parent Element Name
ParentTemplate — AF Template Name of Parent Element

ParentDescription — AF Template Name of Parent
Element

SrcSysName — AF System Name
SrcDBName — AF Database Name
DataType — Data Type of Attribute




Example AF Query: Select all attributed associated Pl
Points that have Parent Template: Cooling Fan

In this example, select all pi _ |
points that are associated : = --
with attributes which parent e = !

element template is = —

Cooling Fan

elements in the entire tree,

The AF query will find all . B

Group by: [ Catege Terpiate
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Result in Twin Talk Graph Hierarchy Manager: All
associated Pl Points are displayed (that have
Parent Template: Cooling Fan)

Graph and Hierachy Manager

M OAF-P1 Server Mttpa//dbs - T95 2482 19 Lcowd databrickas  From Output Graph: 1Hr Avg Motor Amp




Result in Twin Talk Group: All associated Pl Points are part of

the group (where the attribute’s parent template is: Cooling
Fan)

Twin Talk Timer AF Query

Pl Points in Twin|Talk Group




Configure Databricks APl Parameters
and Insert Statement



Configure Databricks Core Parameters (Info O and Info 2)

1) Click on “Edit” for Info 1 to fill in
Databricks APl Parameters and Insert
Statement (details follow)

@ e ——eeg e tme

Info 2: “databricks”

2) Filling in the input fields Info 0 and 2:

Info 0: Databricks REST APl endpoint
https://<workspace id>.cloud.databricks.com/api/2.0/sqgl/statements




Config Editor

User-Agent
X-Databricks-Authorization-Token-Type
Content-Type

Accept

tt_wait_timeout

tt_warehouse_id

tt_clientid

tt_clientsecret

POST Headers

Databricks SQL

-illing out API POST Headers Parameters and
Databricks SQL Insert Statement and Params

POST Headers for Databricks SQL API Call

"User-Agent" :”EOT_TWIN_ TALK"
"X-Databricks-Authorization-Token-Type" :"KEYPAIR JWT"
"Content-Type":"application/json"
"Accept":"application/json"

Client name for Databricks

Authentication is of type encrypted JWT
Standard APl Post Param

Standard APl Post Param

"tt_statement":"Insert into ...” (Details are following) Databricks SQL Statement
"tt_wait_timeout":"1000" API timeout
"tt warehouse_id":"TT_DB" Databricks Warehouse 1D
"tt_clientid":"PUBLIC" Databricks Service Principal Client ID
"tt_clientsecret":"COMPUTE_WH" Databricks Service Principal Client Secret

POST Payload for SQL API Call



The SQL Insert Statement

Insert DB Stterment

User Agert "H_Matemen
X Dwtnte oy Aupoczaton Toben Tige
oment-1ype

£_wal_tmeout

A » "
Ascept
DRSS e metastore - defauh. reatime. hitorian. weh_hierach
y [ Tetrarchy path . mediure_Name . measure
s SVALUES

T wmaehouse od
®_chent
_chentsecret

Update/A32

Cancel

Stoee i String

When selecting Info 2: “databricks” here is the
syntax for writing an insert statement:

Insert into <database table> ([AddOn
Values, ]<name for pi tagname>, <name for
pi value>, <name for pi timestamp>) S$VALUES

All <names> are customizable. SVALUES will fill in all pi records

for all selected and queries selected Pl points. For this example
the syntax looks like this:

Insert into

"hive metastore . default . realtime histor
ian with hierarchy  ( hierarchy path’,
‘measure name , measure value ,

"date time') values S$SVALUES



Result: Databricks is getting populated with data from
Twin Talk’s Data pipeline from Most/Recent Timer

A New Query 2025-01-17 1:48pm | 1 New SOL editor ON v t oot v 20 ® Starter Warehou.. 2X5 v Share  Save*

LIS URRETTAIE .~ 5 says 390 (391 [ hive_metastons . £ delaut v

hive setastore . default . realtine historion with hierarchy -

Add parameter

Table - ' 1Y O

J". measure_name ", hierarchvy_path

F-930 Motor Amp Roling Avg_Cutput 3372476 NuGreen_Wichita_Cracking Process_Equipment_F-930_Motor Amp Roling Avg-Output 2025091771946 00.00040000

F787. 10 Avg Moter Amp BBD71704-7115.5 NuGreen_Wichita_Cracking Process_Equipment_F-787_1Hr Avg Motor Amg 2025009771946 00.000400 00

F-789. 14 Avg Moter Amp BBD7182e-7115.5 NuGreen_Litte Rock_Extruding Process_Egquipment _F-789_1Hr Awg Mottr Ame 2025091771946 00.00040000 230 56442557

F-365 Notor Amp Roling Avg_Output sa7e4ar NuGreen_Litte Rock_Dianling Process_Equipment_F-365_Moter Amg Roling Avg-Outpat 2025001771946 00.00040000 27 0688787746429

F-329 Notor Amp Roling Avg_Cutput Md7e97e NuGreen_Houston _Cracking Process_Equpment_F-321_Motor Ame Roling Avg-Output 2025001771946 00.00040000 27 0888787746429
¢ F-770. 10 Avg Moter Amp BB0T71756-7115-5 NuGreen_Tucsen Miling Process_Equisment_F-770_ 1 Avg Moter Amp 2025011771946 0000040000 23 0368856442557

F-190 Notor Amp 3 Avg _Output M172978 NuGreen_Tucsen _Distiting Process_Fgupment_F-110_Motor Amp Roling Avg-Ouipet 2025001771944 00.000+00 00 270888707 740429

F-200 10 Avg Moter Amp BBD7 18¢5-7115-5 NuGreen_Mouston Lxiruding Process_Tauement _F-200 1M Avg Moter Amp 2035001771944 00.000400 00 23 0)88850442557

F-378 Notor Amp Roling Avg_Output A37894.2 NuGreen_MHouston [ xirudng Process _[guement_F-178_Notor Amp Roling Avg-Output 2025001771944 00.000400 00 270888707 740429

F-770 Notor Amp Roling Avg_Output 78970 NuGreen_Tucson Miling Process_Tauement _F-770_NMotor Amp Roling Avg-Outiput 011771044 00 000400 00 27088807 740429

F-220 Notor Amp Roling Avg_Output 4478979 NuGreen_Tucson _Distiting Process_[guipment_F-220_Motor Amp Roling Avg-Output 2028-01-1% L 00, 00040000 7088807740429




Example Logfile output (Level: Info
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Starting the Insert SQL Creator
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Create Insert SQL Statement

AF Ratates
Actve

SCADA Tag Prefx
P1 Pont Source

SCADA Tag Prefu

Pk Index Fakd

Pick Temetamg Frekd

SOL Spemert

AF Pl Ports
ressure Low Lend
ressure Hi Limut

Pressre

@er Faslure Alyrm

Dutatane Tatie Name
SHAPETABLE 15

Insert into SHAPETASLE 15 SIND: SCADA Tag Prefix

sTVE TEENSESIREEE SCOUPONT Tank Vapor Pressure Low
Limat’ SCOLPOINT: Tank Yapor Pressure M6 Lem’ SCOLPOINT: Tonk
Vapor Pressure’ SCOLPOINT: Tramsenitter Fadure Alarm
SUSEDATATYPE




What is the Insert SQL Creator and
how does it work

The Insert SQL Creator allows you to create a pivot Twin Talk SQL Statement
with a few clicks. The AF Attributes and AF Pl Points boxes are populated

1. U

from the result of the time’s AF query (needs to be in the Timer’s “query”

reate Insert SQL Statement ,
R — field)
e S Yok Vagor Pressure Low Lima 1) For the queried AF metadata, it displays
SCADA Tag Prefx Tark Vapor Pressure Hi Limt < . . . . . .
P Point Scuace Vosk Vopor Pousmwre a) the AF Attributes that have valid Pl Points associated with it
Mo = b) the AF Attributes that are static, formulas, etc.

ferrchiD \ 2)

You pick a AF Attribute as Index Field. An Index field is what groups all

e U Add Polnts attributes together (i.e. Element’s template, parent, categories, etc.
SCADA Tag Prefi e 3) You can rename the TimeStamp field
S | 4) You can select with AF Attributes (Pl Points) should be in the template
/ 5) You can select with AF Attributes (static, etc) should be in the template
Dutabase Tatle Name _ 6) You can define the database table name
Pick Timestame Field SHAPETABLE_15 -—

_ 7) You manually change the Insert Statement

SCL Stgemert

nsert into SHAPETASLE 15 SIND:"SCADA

R SO O Tl W or Prasmura b it SOOR PRI Sanh Once you have selected/filled in all fields needed for matching a database
Vapor Pressure SCOLPOINT: Transrmtter Fadure Alarm . .
QUREDATATYPE : table schema, click “Update Timer”

Cancet Update Timer




The SQL Insert Syntax Description

Insert into <Table Name>

SIND:’<Pi Attribute>’ [AS ‘<TargetName>']
[STIME:’<TargetName>’ ]

SCOLPOINT:’<Pi Attribute>’ [AS ‘<TargetName>’ ]
SCOLPOINT:’<Pi Attribute>’ [AS ‘<TargetName>']

[...]
SATTR:'<Attribute>' [AS ‘<TargetName>']

[...]
SUSEDATATYPE

<Table Name> - Is the Databricks Table
name. (The warehouse and database is
configured in the other segments with the
Config Editor)

<[Pi] Attribute> - is the original name of AF
Attribute. If no TargetName is specified this
will be the Databricks column name
<TargetName> - is the name for the
Databricks column

SIND - Is Index column for the database
table. It’s an AF Attribute or Addon Field (see
details) and it is what groups all other (pi)
attributes together (i.e. Element’s template,
parent, categories, etc.)

SCOLPOINT —Is an AF PI Attribute that has a
valid Pl Point associated with it and will be
turned into a time series column

SATTR — Is a AF Attribute (static, formula,
etc) and will be turned into a vertical column
SUSEDATATYPE — Optional. If set, the AF
datatypes will be used. If not set, all columns
will be of data type “STRING”




Configure AddOn to use AF Element Name as 1]
Attribute EOT

1) Create AddOnValue:
{<Your Attribute Name>: “DEFParentName”}
Example:

{“Equipment_Name”: “DEFParentName”}

2) Use AddOnValue as column in the Insert Statement:
INSERT .. $COL3:Equipment_Name




Using Addon Field as Index Field
What groups all other (pi) attributes together

alie - O X
- - = Insert DB Statement Import integrator View
i T e R S
e Apert it_statement
s X-Databrcks-Authonzaton-Token-Type
S — vonient-Type Insert into SHAPETASLE 1 TN
b $TIME: PRODUCTION_TIME' SCOLPOINT; Tank Vapor
- Pressure’ SCOLPOINT: Tank Vapor Pressure Mi Limit
- - -'r_—e"’ . SCOLPOINT: Tank Vapor Pressure Low Limet
T SCOLPOINT; Transmitter Failure Alarm' SUSEDATATYPE
. 2_chentd
!_:_ erltseet
- - o v ) - ou ’
por-Agent” “BOT TN TalN L -Demabructs - Aurs tom o
-~ ot
hanarchy pats “SOEROnacd ot —
ro
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AF Metadata Enrichment in AddOn Fields W

o —
as Index Field =oT
AF Metadata can be included in the Selector Options:
payload: - Name — AF Element or Attribute Name

SDEF<Selector>

selector: selects which AF information
is used to be inserted.

Examples AF Metadata Enrichment: .

Equipment: $DEFParentName J
Parent element’s name will be insert with
ever record.

Description — AF Description

Template — AF Template Name for Element or Attribute
Categories — AF Categories for Element or Attribute
TagName — Pl TagName

ChildPath — AF Path to Element or Attribute

ParentPath - AF Path to Parent Element

ParentName — AF Parent Element Name
ParentTemplate — AF Template Name of Parent Element

ParentDescription — AF Template Name of Parent
Element

SrcSysName — AF System Name
SrcDBName — AF Database Name
DataType — Data Type of Attribute
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Databricks Table Setup 1,

=0T

Make sure to create a Databricks table that matches the timer and vice versa. To get
started set up this table.

Catalog Explorer » hive_maetastore jefault
i realtime_historian_with_hierarchy ©

Overview Sample Data Detalls Permissions History Lineage Insights Quality

Description

Add description

Q) Filter columns

Column Type Comment
measure_name string

hierarchy_path string

date_time timestamp

measure_value double




4 Steps to Use Pl Integrator Shapes Using TwinTalk =oT

Wy P osmag e Ve Page [etedan

N EALLEER T

| Cmparnae @ Nore St

Create AF Insert Statement

- N
-

Dt v

e i fetuses AF P1 Ports
L L 2
et WIS I EQUIPMENT_NAME :
el XN PRODUCTION_TIME
ECUPID
Parent T3 Pretx
SCADA Tag Prefix

Config Editor

User-Agertt °_teemert
X-Dotabochs- 2o zaton Token Type
Cortent-Type

Aad Ay Del Artr Add Points Del Points

SCADA Tag Prefax

OOUCTION_TIME
- Database Table Name

Pk Timestame Field /|smtmu.‘ﬂ |

oL merert o

Insert into « Table Name> SIND- SCADA Tag Prefir’

STIME: PRODUCTION_TIME' SCOLPOINT: Tansk Vapor Prespe’
SCOLPOINT: Tank Vapor Pressure Hs Limat' SCOLPOINT. Tank Vapor
Pressure Low Lemit’ SCOLPOINT. Transmutter Fadure Alaem'
SUSEDATATYPE




4 Steps to Run Pl Integrator Shapes Using TwinTalk =OT

a 1) Open preconfigured Timer

- X
Timer Info
pu
Growp Name PIAF Cooling Databricks 1 Description PIAF Hierarchy to TimeStream \C'""J Editor eont 00 Shtement Inpert Iagister View
Vetrea . ‘ < Query $Parent Temglate: Cookng Fan tar ':'“"'"_“.. Sdanfioe R fstevont
Contact ' e y
G Snapshotidvgtaistatenc Tene Soun e — »
el Srand "
LR
Frem DoteTimn . T DateTir e
e DoteTime m o DnteTime Lsbertmosret
Tioe [ AN WP Abe THIC2802 - TR Choud Setabacis com/ apy' 2 Ddiglim
2 b ["User-Agent ™ “TOT_TWIN_TALK "X Databrichs A databicky

Selaped St (M) | ebe 000100 120000

(Meraschy _pathe “SDEFChPath”)




4 Steps to Run Pl Integrator Shapes Using TwinTalk ‘l'
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3) Import Integrator Shape (JSON)

2) If new environment, configure
Databricks Parameters:




4 Steps to Run Pl Integrator Shapes Using TwinTalk

Get’s populated by the importing of AVEVA PI

o Create AF Insert Statement Integrator Shape Definition. Must also be available
e in Twin Talk in the AF Queried AF tree

A ptae
EQUIPMENT _NAME
PRODUCTION_TIME
EQUSID

Parent Tap Preds
SCADA Tag Prefix

4) Define the Insert for table schema

Pick Index Field “SCADA_PREFIX”

Pick Timestamp Field “PRODUCTION_TIME
Enter database table name “SHAPETABLE_15

S0 mevert
Irgent mto < Tabie Name> SAND SCADA Tag Prefn
ST PRODUCTION TAN SCOLPONT Tork Wapor Pressure
SCOLPOINT: Tank Vapor Posssure M Lot SCOLPOINT: Tark Yaper
Teamvmte f e e

Pressure Low Lemit SCOLPOIN
SUSEDATATYPE

Conen
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Ensure that Everything Works Correctly

SELECT x FROM system.access.audit where user_agent like "EOT_TWIN_TALK";

Newquery ¢ New SOL edtor: ON v ® Starter Warehou 5w Schedue Srae Save*

I A [ syatem ML v
| ' . pud it o 8F M0 . ! M ’
Add par et "
Table
& workapace _d o version wvent _hima evert_date & sowrce_ip_sttren ' uner_agent o osesnion_w Lo urer_derary
£3'0c0022 rMG6812018 20 200501 20TV A4 54 877+000 202% N S04 52 FOT_TWIN_TALX 2 42004
83000022 1rses ol ine: il PR LANT2V 44 54 8024000 2028 a0 54984 7529 L TWIN_TALX L 47005
£30c0822 179668220159027 20 2074 INT2144 54 B0+ 202¢ 3 M2 EOT_TWIN_TALX 2 42001
£) 000022 1T858 22015092 20 200500 2972146 24 87740004 2024 3 L0922 ' TWIN_TALX e-a 47006
2D 173 1883010002 i YTV A0 240004000 0% a2 A0 92 7)) ' TWIN TALR CEr d)ont
8340 §id Mass 012 i\ 039 LINTIV 40 54 0«00 024 :) M N2Y FOT_TWIN_TALX *~e 47004
$) 000023 1748813201902 R 20050120121 40 34 B 204D 20 MBI ' TWIN_TALX e 0
8000022 MASA 01092 2 201 LINT2V A0 5A 054D 2004 MIMINY ' WN_ TALX - Q0
) 000023 MAss 0102 10 20000201140 24 07400 0 200 ] 4009210 ' WN_TALX e—a 4J00Mm
2D MAass )01 VN2 Pl 201 IEFAAFAR IFLE A3 L2 00 ‘ 400922 _ TWN TALx e 4000
$) 00022 MASA 01002 G 200000 T2V 44 2400 74000 2004 : A00 9210 ' WIN_TALX oa 4000
830023 Ma6s32015942 il 01 LANTIVAZ A0+ 0000 0% : 840400529 : TN TALR e 42008
$)0¢0022 Mass )01 02 1 203501012V 42 54 B0+ X 074 : [CRITRIYE 1 TWIN_TALK LR 47008
83'0c0a22 »E6832015962 bR 2005012 0T2VA2 54 81700 2025012 84004052 % £ TWIN_TALX s 42005

8300222 1788832015902 PR 2029 130T 2044 249 18+00 00 2074 b 4009271 0T _TWIN _TALK e 47065
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Best Practices

* Most effective process: Start with the end (use case) in mind and
work backwards

1. Understand in which format, conversion and aggregation the consumer
(user or app) expects the data to be in. Schema, aggregation, etc.

2. Create the Databricks Table Schema first
3. Configure the Twin Talk SQL Insert statement to match the table

* Create 1 Databricks Table and Twin Talk data pipeline per use case




Common Errors and how to handle them

e Databricks Error: Authorization

* Reason 1 : Connection between Twin Talk and Databricks configured
incorrectly.

e Action: Make sure to test connection using POSTMAN (without even using TwinTalk) and
test is successful. Otherwise re-do the steps to create authentication.

e Reason 2 : No network connection between Twin Talk and Databricks.

* Action: Use POSTMAN/ping/telnet/etc (without using Twin Talk) to ensure that the
Databricks APl POST Request is going through.




Common Errors and how to handle them

e Databricks Error: Unprocessable entity
e Reason: SQL Statement is configured incorrect. (Syntax error)

* Action: Copy the insert statement from the Twin Talk log file into the
Databricks SQL Editor and run it to get information on how to fix the Syntax
Error. Apply the solution in the TT Insert SQL Creator
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